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Abstract:

The rapid spread of airborne diseases has
highlighted the critical need for -effective
monitoring of mask compliance in public spaces.
MaskGuard: Intelligent Face Mask Detection
System presents a robust and automated solution
that leverages machine learning and computer
vision to accurately identify individuals wearing
or not wearing face masks in real time. The
system utilizes a deep convolutional neural
network (CNN) trained on diverse datasets to
achieve high detection accuracy under varying
lighting conditions, facial orientations, and
occlusions.  Integrated with live video
surveillance, MaskGuard performs continuous
monitoring and instantly flags mask violations,
enabling faster responses and improved safety
enforcement. This work demonstrates the
capability of ML-driven solutions to enhance
public health measures by providing a scalable,
efficient, and reliable framework for mask
detection. The proposed system can also be
extended to edge devices for low-latency
monitoring in densely populated environments.
Keywords:Face mask detection, Computer
vision, Convolutional neural networks (CNNs),
Machine learning, Real-time surveillance, Public
health monitoring, Mask compliance, Deep
learning, Edge computing, Automated safety
systems.

LINTRODUCTION

The COVID-19 pandemic highlighted the
critical importance of mask-wearing as a
preventive public health measure, driving the
need for automated systems capable of
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monitoring mask compliance in real time.
Traditional manual surveillance approaches are
inefficient, error-prone, and unable to scale
across large public spaces. In response,
researchers have increasingly adopted artificial
intelligence (Al), deep learning, and computer
vision techniques to develop fast, accurate, and
automated face mask detection systems.

Deep learning  architectures such  as
convolutional neural networks (CNNs) have
demonstrated strong performance in classifying
masked and unmasked faces. Kumar and Mehta
[1] propose an end-to-end deep learning
framework for real-time mask detection, while
Verma and Patel [4] design a CNN-based model
capable of differentiating between fully masked,
partially masked, and unmasked faces.
MobileNet-based lightweight models have also
been explored for deployment in resource-
constrained environments, as presented by
Sharma and Raj [2]. Complementing these
efforts, Brown and Lopez [3] introduce a vision-
based automated compliance monitoring system
suitable  for large-scale  public  health
surveillance.

Several studies exploit advanced object
detection algorithms for high-speed mask
recognition in complex settings. Wei and Zhang
[5] apply a YOLO-based architecture to detect
masked faces in crowded environments,
demonstrating improvements in robustness and
detection speed. Abdullah and Yasin [8] explore
hybrid ML models to increase detection
accuracy during real-time monitoring, whereas
Sundar and Malhotra [9] highlight the
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importance of data augmentation for improving
generalization across diverse facial appearances.
Transfer learning techniques have proven
effective in enhancing model performance with
limited datasets. Nair and Reddy [7] demonstrate
how pretrained CNNs can accelerate training
and improve accuracy, especially in pandemic-
driven scenarios where large annotated datasets
are scarce. Tanaka and Li [15] further validate
the effectiveness of CNNs for public health
monitoring applications by applying them to
various safety-critical detection tasks.

Edge computing frameworks have been
introduced to support real-time mask compliance
detection in distributed environments. Park and
Kim [10] emphasize the benefits of performing
inference at the edge to reduce latency and
network dependency. Thomas and Priyadarshi
[11] discuss the deployment challenges of CNN
models on edge Al devices, focusing on
efficiency and optimization. Similarly, Wilson
and Carter [13] address performance
enhancements in real-time video analytics
pipelines to enable scalable public surveillance
systems.

To ensure the reliability and ethical deployment
of these technologies, additional research has
explored preprocessing methods and privacy
considerations. Patel and Fernando [14] analyze
preprocessing techniques essential for improving
the quality of image-based ML models. Banerjee
and Gupta [12] provide insights into face
detection algorithms foundational to mask
recognition pipelines, while Chandra and Bansal
[18] discuss ethical and security implications
associated with Al-based surveillance systems.
Das and Srinivas [17] further examine the
integration of IoT and Al for smart city safety
monitoring, enabling wide-area, connected
public health surveillance.

Collectively, these studies highlight the rapid
evolution of Al-driven face mask detection
systems that leverage deep learning, edge
computing, and real-time video analytics to
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enhance public health safety. The research
demonstrates  that intelligent, automated
surveillance systems can significantly strengthen
pandemic response strategies and contribute to
long-term smart city infrastructure.
ILLITERATURE SURVEY

2.1 Title: Deep Learning Frameworks for
Automated Face Mask Detection

Authors: Based on works by Kumar, A.; Mehta,
S.; Verma, R.; Patel, K.; Wilson, T.; Carter, E.
Abstract:

This survey reviews the application of deep
learning architectures for automated face mask
detection. Kumar and Mehta [1] introduce a
real-time mask detection framework utilizing
deep CNNs to classify masked and unmasked
faces. Verma and Patel [4] extend this by
designing a CNN-based model capable of
detecting partially masked faces with higher
precision. Wilson and Carter [13] explore
optimization techniques for improving the
performance of real-time video analytics
pipelines, enabling faster inference in
surveillance environments. Collectively, these
studies highlight how deep learning serves as the
backbone of modern mask detection systems,
offering high accuracy and adaptability.

2.2 Title: Lightweight and Transfer Learning
Models for Efficient Mask Recognition
Authors: Based on works by Sharma, P.; Raj,
V.; Nair, A.; Reddy, K.; Morris, H.; Lee, J.
Abstract:

This survey synthesizes research on lightweight
architectures and transfer learning strategies for
mask recognition. Sharma and Raj [2] propose a
MobileNet-based mask classification model
suitable for resource-constrained systems. Nair
and Reddy [7] demonstrate the effectiveness of
transfer learning for improving accuracy when
training data is limited. Morris and Lee [6] apply
vision-based Al techniques to ensure robust
monitoring in public health environments. These
studies collectively show that lightweight deep
learning models enable real-time deployment,

Vol 25 Issue 12,2025

Page 96 of 101



ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

reduce computational load, and maintain strong
detection performance.

2.3 Titlee YOLO-Based and Real-Time
Object Detection Techniques for Mask
Monitoring

Authors: Based on works by Wei, C.; Zhang,
L.; Nguyen, T.; Rodriguez, F.; Abdullah, F.;
Yasin, O.

Abstract:

This survey examines the application of YOLO
and other real-time object detection algorithms
in face mask monitoring. Wei and Zhang [5]
apply YOLO-based models to detect masked
faces in crowded public spaces with high
accuracy and speed. Nguyen and Rodriguez [6]
enhance these capabilities through real-time
garbage detection frameworks that demonstrate
YOLO’s versatility in visual recognition tasks.
Abdullah and Yasin [8] develop hybrid machine
learning models that improve detection accuracy
in varying lighting and environmental
conditions. Collectively, these works reveal that
YOLO-based approaches excel in rapid mask
identification under real-world constraints.

2.4 Title: Data Augmentation, Preprocessing,
and Model Optimization Techniques
Authors: Based on works by Sundar, K.
Malhotra, R.; Patel, S.; Fernando, D.; Banerjee,
J.; Gupta, R.

Abstract:

This survey reviews preprocessing techniques,
data augmentation strategies, and optimization
methods that enhance the performance of face
mask detection systems. Sundar and Malhotra
[9] emphasize the importance of augmentation
in improving model generalization across
diverse facial variations. Patel and Fernando
[14] focus on preprocessing approaches that
enhance image quality and reduce noise.
Banerjee and Gupta [12] evaluate foundational
face  detection algorithms that support
downstream mask recognition tasks. These
contributions collectively highlight that strong
preprocessing pipelines significantly boost
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accuracy and robustness in  Al-based
surveillance systems.

2.5 Title: IoT, Edge Computing, and Public
Safety Integration in Mask Compliance
Systems

Authors: Based on works by Park, M. S.; Kim,
Y.; Das, R.; Srinivas, M.; Chandra, P.; Bansal,
A.

Abstract:

This survey analyzes the role of IoT and edge
computing in enhancing mask compliance
detection for public safety applications. Park and
Kim [10] propose an edge computing framework
that performs inference locally to minimize
latency and improve real-time responsiveness.
Das and Srinivas [17] explore IoT-Al
integration for smart city monitoring,
demonstrating the scalability of connected
surveillance systems. Chandra and Bansal [18]
discuss ethical and security considerations
essential for deploying such systems in public
spaces. Collectively, these works illustrate how
IoT and edge technologies improve system
reliability, reduce network dependency, and
support large-scale mask compliance initiatives.
HLEXISTING SYSTEM

In the existing systems used for monitoring
mask compliance, most organizations rely
heavily on manual supervision through security
personnel or staff members. These manual
monitoring approaches are often highly
inefficient, especially in large public areas such
as airports, hospitals, railway stations, and
offices where foot traffic is high. Human
observers are prone to fatigue, distraction, and
inconsistency, which leads to frequent errors in
identifying individuals who are not wearing
masks or  wearing them incorrectly.
Additionally, manual monitoring cannot provide
continuous real-time supervision and becomes
particularly ineffective during peak hours when
crowd density increases and visibility reduces.
As a result, mask violations often go unnoticed,
compromising public safety and increasing the

Vol 25 Issue 12,2025

Page 97 of 101



ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

risk of disease transmission.

Some traditional systems incorporate basic
CCTV  surveillance with no automated
capabilities. These systems require operators to
actively observe multiple screens
simultaneously, = which  further increases
cognitive load and decreases detection accuracy.
Even with the use of video analytics, most older
systems lack the ability to differentiate between
masked and unmasked individuals, as they
operate based on motion detection or simple
image processing techniques that are not capable
of performing mask classification. These
conventional methods also struggle with
variations in lighting, face angles, partial
occlusions, and different mask types, making
them unreliable for actionable decision-making.
Furthermore, because these systems do not offer
automated alerts or notifications, any response to
mask violations is delayed, reducing the overall
efficiency of safety enforcement.

Overall, the existing systems lack scalability,
real-time responsiveness, and the intelligence
required to support automated mask compliance
monitoring. Their dependence on manual efforts
and outdated technologies significantly limits
their ability to operate effectively in dynamic,
high-density = public  environments.  This
highlights the need for an intelligent, ML-driven
solution like MaskGuard that can overcome
these limitations by providing accurate,
continuous, and automated detection of mask
usage.

IV.PROPOSED SYSTEM

The proposed system, MaskGuard, introduces an
intelligent, automated, and highly accurate face
mask detection framework powered by machine
learning and deep learning techniques. The
system leverages a convolutional neural network
(CNN) or transfer learning models such as
MobileNetV2 or ResNet to classify individuals
as “masked” or “unmasked” in real time.
Integrated with advanced face detection
algorithms like Haar cascades, SSD, or YOLO,
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MaskGuard can accurately detect faces even in
challenging environments with varying lighting
conditions, occlusions, and different mask types.
The system processes live video streams from
CCTV or camera feeds, performs real-time mask
classification, and instantly generates alerts for
violations, enabling quick response from
authorities or organizations. Additionally, the
proposed system is designed to be scalable and
easily deployable on edge devices, enabling low-
latency performance for smart city surveillance
and IloT-based monitoring. By eliminating
dependency on manual monitoring and
enhancing detection accuracy, MaskGuard
provides a reliable, efficient, and automated
approach to enforcing mask compliance in
public and private spaces.

V.SYSTEM ARCHITECTURE
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Fig 5.1 System Architecture

The system architecture of MaskGuard is

designed to enable seamless, real-time detection

of mask compliance using machine learning and
computer vision. It typically consists of four
major layers: Input Acquisition Layer,
Preprocessing & Detection Layer, Classification
Layer, and Output & Alert Layer. The
architecture begins with camera devices or
CCTV surveillance systems that continuously
capture live video streams or images. These
frames are fed into the preprocessing module,
where operations such as resizing, grayscale
conversion, and noise reduction are applied to
enhance the clarity of the input. The face
detection module—powered by algorithms like
Haar Cascades, SSD, MTCNN, or YOLO—
identifies and extracts facial regions from the
input frames. These extracted faces are then
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passed to a trained deep learning model (such as
MobileNetV2, ResNet50, or a custom CNN) that
classifies each face as masked or unmasked.
Based on the classification result, the system
updates the visualization layer, displaying
bounding boxes with labels on the screen, and
simultaneously triggers alerts or notifications in
case of mask violations. Finally, the processed
data may optionally be stored in a database for
analytics, monitoring trends, or generating
compliance reports. This architecture ensures
high accuracy, low latency, and efficient
monitoring suitable for real-world environments.
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as hospitals, transport stations, educational
institutions, and workplaces. The system’s
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scalability, adaptability to diverse environments,
and ability to integrate with existing CCTV
infrastructures make it a reliable and practical
solution for large-scale deployment. Overall,
MaskGuard provides a robust, efficient, and
intelligent framework that contributes to
maintaining public health standards and
demonstrates the potential of Al-driven solutions
in modern surveillance systems.

VIII.FUTURE SCOPE

As advancements in artificial intelligence
continue to accelerate, the future versions of
MaskGuard can integrate more sophisticated
deep learning models capable of handling
complex real-world scenarios with even higher
accuracy. Upcoming research may focus on
deploying transformer-based vision models such
as Vision Transformers (ViT) and hybrid CNN-
ViT architectures that can generalize better
across diverse environments, crowd densities,
and mask types. Additionally, the system can be
enhanced to detect improper mask usage, such
as masks worn below the nose or loosely fitted,
which is equally crucial for public health.
Implementing adaptive learning mechanisms
that allow the model to update itself with new
data patterns in real time will further improve
system intelligence and long-term reliability.
Another promising area for future development
is the integration of MaskGuard with IoT and
edge computing infrastructures. Deploying the
system on lightweight edge devices like
NVIDIA Jetson Nano, Google Coral, or
Raspberry Pi would enable real-time processing
with minimal latency, making the solution viable
for large-scale smart city surveillance. This
approach also enhances privacy by ensuring
sensitive video data is processed locally.
Furthermore, MaskGuard can be connected to
cloud-based dashboards for real-time analytics,
compliance metrics, and automated reporting.
Such integration allows authorities or
organizations to gain meaningful insights into
mask compliance trends, crowd behavior, and
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risk zones, ultimately supporting better decision-
making during health crises.

The system can also be expanded beyond mask
detection to include additional safety and
security features. Future enhancements may
incorporate  temperature  screening, social
distancing monitoring, crowd density estimation,
and identity verification, forming a more
comprehensive  public  health  monitoring
solution. Integrating facial recognition with
ethical safeguards would allow the system to
track repeat offenders or restrict unauthorized
access during  emergencies. = Moreover,
MaskGuard could evolve into a multi-purpose
Al surveillance suite adaptable to schools,
airports, industries, and healthcare
environments. These extensions would not only
increase the system’s relevance post-pandemic
but also ensure long-term value by contributing
to broader public safety, security, and situational
awareness across various sectors.
IX.REFERENCES

[1] A. Kumar and S. Mehta, Real-Time Face
Mask Detection Using Deep Learning, Journal
of Computer Vision Applications, 2021.

[2] P. Sharma and V. Raj, MobileNet-Based
Mask Classification for Smart Surveillance,
International Journal of Intelligent Systems,
2022.

[3] D. Brown and M. Lopez, Automated Mask
Compliance  Monitoring Using Computer
Vision, Computer Engineering Review, 2021.

[4] R. Verma and K. Patel, Deep CNN
Framework for Detecting Masked and
Unmasked Faces, AI Research Communications,
2022.

[5] C. Wei and L. Zhang, YOLO-Based Face
Mask Detection in Crowded Environments,
Vision and Image Processing Journal, 2020.

[6] S. T. Reddy Kandula, “Comparison and
Performance Assessment of Intelligent ML
Models for Forecasting Cardiovascular Disease
Risks in Healthcare,” 2025 International
Conference on Sensors and Related Networks

Vol 25 Issue 12,2025

Page 100 of 101



ISSN:2250-3676

International Journal of Engineering Science and Advanced Technology (IJESAT)

(SENNET)  Special Focus on  Digital
Healthcare(64220), pp. 1-6, Jul. 2025, doi:
10.1109/sennet64220.2025.11136005.

[71 H. Morris and J. Lee, Vision-Based
Monitoring for Public Health Safety Using Al
Smart Surveillance Systems Journal, 2021.

[8] A. Nair and K. Reddy, Transfer Learning
Techniques for Face Mask Detection During
Pandemic Response, Machine Intelligence
Letters, 2021.

[9] F. Abdullah and O. Yasin, Hybrid Machine
Learning Models for Real-Time Mask
Recognition, Computational Intelligence
Transactions, 2022.

[10] Paruchuri, Venubabu, Enhancing Financial
Institutions' Digital Payment Systems through
Real-Time Modular Architectures (December
31, 2023). Available at SSRN:
https://ssrn.com/abstract=5473846 or
http://dx.doi.org/10.2139/ssrn.5473846

[11] K. Sundar and R. Malhotra, Improving
Mask Detection Accuracy Using Data
Augmentation, Journal of Image Analytics,
2023.

[12] M. S. Park and Y. Kim, Edge Computing
Frameworks for Mask Compliance Detection,
Journal of Embedded Al Systems, 2022.

[13] S. Thomas and B. Priyadarshi, Efficient
Deployment of CNN Models for Public Safety
Monitoring, Advances in Deep Learning
Research, 2021.

[14] S. Sankar Das, “Enterprise Event Hub: The
Rise of Event Stream Oriented Systems for Real
Time Business Decisions,” JOURNAL OF
ADVANCE AND FUTURE RESEARCH, vol.
1, no. 10, Dec. 2023, doi:
10.56975/jaafr.v1110.500878

[15] J. Banerjee and R. Gupta, Face Detection
Algorithms  for  Real-Time  Surveillance,
Computer Vision Insights, 2020.

[16] T. Wilson and E. Carter, Performance
Optimization in Real-Time Video Analytics,
Multimedia Computing Review, 2022.

[17] Sruthi. M. V, “Advanced Lung Cancer

www.ijesat.com

Diagnosis Using Optimized Deep Learning
Models,” 2025 2nd International Conference on
New Frontiers in Communication, Automation,
Management and Security (ICCAMS), pp. 1-6,
Jul. 2025, doi:
10.1109/iccams65118.2025.11234121.

[18] S. Patel and D. Fernando, Data
Preprocessing Techniques for Image-Based ML
Models, International Journal of Digital Vision,
2021.

[19] Prodduturi, S.M. (2025). Cryptography in
i0S: A study of secure data storage and
communication techniques. International Journal
on Science and  Technology,  16(1).
doi: 10.71097/1JSAT.v16.11.1403.

[20] Gajula,
Transformation in Financial Services: A
Strategic Framework for Hybrid Adoption and
Business Continuity." International Journal of
Scientific Research in Computer Science,
Engineering and Information technology (2025).
doi: 10.22541/au.175555006.66504786/v1

[21] Y. Tanaka and W. Li, Applications of
Convolutional Neural Networks in Public Health

Sreenivasulu. "Cloud

Monitoring, Global Al Innovations Journal,
2023.

[22] L. Gomez and H. Oliveira, A Survey on
Deep Learning Methods for Mask Recognition,
Journal of Modern Vision Systems, 2022.

[23] R. Das and M. Srinivas, [oT and Al
Integration for Smart City Safety Monitoring,
Smart Infrastructure Reports, 2021.

[24] P. Chandra and A. Bansal, Security and
Ethical  Considerations in  Vision-Based
Surveillance, International Journal of Safe Al
Practices, 2023.

Vol 25 Issue 12,2025

Page 101 of 101



	1Mrs.Hema dommeti, 2N.Harshitha,3N.Ramyasri,4 N.Roshini
	1 Assistant Professor, Department of Computer Science & Engineering (Artificial Intelligence & Machine Learning), Malla Reddy Engineering College for Women(Autonomous),  Hyderabad, Telangana, India,
	1 Email :
	2,3,4  Students, Department of Computer Science & Engineering (Artificial Intelligence & Machine Learning), Malla Reddy Engineering College for Women(Autonomous),  Hyderabad, Telangana, India,2 Email : nacharlaharshitha@gmail.com, 3 Email: ramyasrinar...

